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What we'll discuss today

e Supply chain attack vectors
e Deeperlookinto Ansible Content signing

e Ansible Content Collection signing

e Execution Environment signing

e Project signing and verification



Possible supply chain attack vectors for automation
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A deeper look into
Ansible content signing
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Chain of custody features

Automation hub and Red Hat Ansible

Certified Content @ @
Red Hat Ansible Certified Content is

digitally signed to ensure data integrity
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and verify content ownership | | A @ |
. Automationhub Private Automation
console.redhat.com Hub

Private automation hub

Sign user-built or third-party Ansible
Content Collections when publishing to
your private automation hub instance




Signed and certified Ansible Content Collections
console.redhat.com/ansible/automation-hub

= Collections

Ansible Atomation Platform © The Automation Hub sync toggle is now only supported in AAP 2.0. Previous versions of AAP will continue automatically syncing all collections.

Overview Collections
Automation Hub v YKeywords v  Filter by keywords Q 1-100f140 ~ >
Collections
Partners
flasharray "
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Signing Ansible Content Collections

e Private Automation Hub is the library AT
of content for your organization e | :

e |t can be enabled to sign collections on
upload through a signing service
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Enterprise SCM

e Upload Ansible Content Collections to
Private Automation Hub using GUI or
ansible-galaxy CLI
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Install Ansible Automation Hub with signing enabled

GPG Keypair

inventory

GnuPG

[all:vars]

2 mTEs
automationhub_create_default_collection_signing _service = True o o
automationhub_auto_sign_collections = True ‘ 8 ’
signing_script.sh automationhub_require_content_approval = True
00

automationhub_collection_signing service_key = /path/galaxy_signing service.gpg
automationhub_collection_signing_service_script = /path/collection_signing.sh

Private Automation Hub
(Signing Enabled)
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e Provide the path to the GnuPG private key
e Provide the path to the signing script

e Enable signing related options



Collection signing service

signing_script.sh

GPG Private key

e Signing in Automation Hub is based on — Signing @ En |ox_?

Service

GPG _

e Signing service holds the GPG key and the Private Automation Hub
signing script

Collection Tarball 1 Collection Tarball 2

e Signing service performs signing on i X, ™" X

collection manifest and stores the = e e
signatures in the Automation Hub database I | ‘ I AN/

for each collection ; \ /
MANIFEST : MANIFEST
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Execution Environment signing service

Signing in Automation Hub is based on GPG

Signing service holds the GPG key and the
signing script

Signing service performs signing on
execution environment/container image and
adds the signature to the image itself

podman push

GPG Private key

GnuPG

Signing
Service

signing_script.sh

Execution environments
{‘F GPG Signature

{\F GPG Signature

[{}] GPG Signature




Project signing and
verification in
Automation Controller
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Project signing in six steps

Workstation

o Create GPG key pair

e Create an ASC file (armored ASCII)
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Enforce
signed content
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Hop node

Automation
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Execution nodes

e Use ansible-sign utility to create signature for the project

e Create a GPG credential in Automation Controller

e Create a MANIFEST.in for your Git project e Sync Project (will be enforced!)



Customer

Project signing workflow

Playbook Developer .

SCM Repo Projectl edit}——— ansible-sign project gpg-sign /path/to/project
(customer) .content (e.g. Git)  contents . . ‘ ‘ Checksum i
manifest (Sign )
generating
[ Commit l
AAP Controller

project sync
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Validation

Pull
from
SCM

Verify Re-calculate
signature checksums

Project Directory
Verification

/ Blled

Cannot launch
Job Template
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AAP Controller

User
OR
Validation > . Able to launch
succeeded AAP Controller Job Template
User




Project signing in Automation Controller

Projects ) Q Signed Project & Successful Plags 3 Tasks 9  Hosts 1  Elapsed 00:00:05
Create New Project
Stdout v Q
Name * Description Organization *
~
Signed Project Q  Default
0
Execution Environment (& Source Control Type * Content Signature Validation Credential 1 PLAY [Update source tree if necessary] *%kkkiidkskodkdkkikskkkhikidkdkkhhikdkkkkdkdkkkkdk  20:07:56
P 2
Q Git v Q  ansible-sign X y "
3 TASK [update project using git] ki kokksokkkkkohkkkdohdohkdhkhkbkdkkkkkkk  20:07:56
4 changed: [localhost]
: 5
Type Details g " 3 x
Add GPG key to validate 6 TASK [Set the git repository version] kiiiiddddddddddikiikhhhikhikkikkkkkkkkrkr = 20207357
roject s
Source Control URL * & Source Control Branch/Tag/Commit ) proj 7 ok: [localhost]
8
https://gitea:8443/student/ansible-sign-demo.git 9 TASK [Repository Version] #kikiskkkskkokkkohkkhkkhkkhkkhkhhkohhkohkkhdkhdkhdhhkkhkkds 20107157

10 ok: [localhost] => {

Source Control Credential 11 "msg": "Repository Version feda86fc402faa651263d2b3e6637683eb2daf01"
12
Q }
13
ot 14| PLAY [Perform project signature/checksum verification] kkkkkkkkkkkkkkkkkkkkkkkk  20:07:57
ptions
15
[JClean ® [J Delete ®  [J Tracksubmodules ® [ Update Revision on Launch @  [J Allow Branch Override @ 16| TASK [Verify project content using GPG signature] %kt kktkkk&kkkkkkktkkktkkkss  20:07:57
17| ok: [localhost]
18
19| TASK [Verify project content against checksum manifest] *kkkikikkkkddkikkkkkkkhkkkks  20:07:57
Cancel 20| ok: [localhost]
21
22 PLAY [Install content with ansible-galaxy command if necessa Project sync job will do the
&3 GPG verification




Resources




e Self-pacedLabs
o Signing in Private Automation Hub
o Project signing in automation controller

e Blogs
o Digitally signing Ansible Content Collections using private
automation hub
o Project signing and verification

e Documentation
o Collections and content signing in private automation hub
o Project Signing and Verification
o Image Signature Verification



https://play.instruqt.com/embed/redhat/tracks/private-automation-hub-signing?token=em_UTCtnLfGucfaOS0_
https://play.instruqt.com/embed/redhat/tracks/sign-verify-ansible-projects?token=em_Gp14R9eDyqDCt7d2
https://www.ansible.com/blog/digitally-signing-ansible-content-collections-using-private-automation-hub
https://www.ansible.com/blog/digitally-signing-ansible-content-collections-using-private-automation-hub
https://www.ansible.com/blog/project-signing-and-verification
https://access.redhat.com/documentation/en-us/red_hat_ansible_automation_platform/2.4/html-single/managing_red_hat_certified_validated_and_ansible_galaxy_content_in_automation_hub/index#assembly-collections-and-content-signing-in-pah
https://docs.ansible.com/automation-controller/latest/html/userguide/project-sign.html
https://docs.pulpproject.org/pulp_container/workflows/sign-images.html
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